FIU KFSCIS/FIU

rlu Knight Foundation
: : ' School of Computing
Knight Foundation Spl’lng 2024 CapStone 2 and Information Sciences

Don’t Get Hooked: Understanding Phishing Attacks

and Information Sciences
Student: Michaela Dunston
Mentor: Dr. Masoud Sadjadi

Instructor/Faculty: Dr. Masoud Sadjadi, Florida International University Statistics of users who were
iImpacted by our Phishing
Training
Red Flags Current SVStem Pre-Training Post-Training
Red flags in phishing attempts are Throughout this term, we delved into the complexities of Email
warning signs or indicators that help Phishing, leveraging the Gophish platform for comprehensive i -
individuals identify potential scams. exploration and testing. | took on the responsibility of overseeing =

credentials
harvested

the deployment process, conducting development testing, and was
subsequently tasked alongside my teammate Mario Vega with
designing a tailored Phishing Training program aimed at educating

RED FLAGS users susceptible to Phishing Attacks. Types of Phishing

Phishing emails often create a sense of
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Red flags in phishing attempts are 1 Urgent or threatening language urgency, pressuring recipients to act quickly
warning signs or indicators that help without thinking critically about the request. ) ] . ] .
individuals identify potential scams. s . . Ph ISh I ng attaCkS COme In d Iﬁerent fOrmS, Emall
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Emails include: Emails slight variations or misspellings. I m plementatlon PhIShIng (SUSpICIOUS emaIIS), SmIShIng (teXt

Legitimate organizations typically don't request

sens.itivep eeeeee | or financial information via messageS), SOCiaI Media (fake accountS), &

email. . . .
_ _ _ ___ Phishing emails often contain spelling and VIShIng (Phone CaIIS and I I lessages Wlth fake
‘ 4  Misspellings or grammatical errors grammar errors, which can indicate a lack of I N I R D I I N
professionalism and attention to detail. I i n kS)
) Its common to see URLs that are similar to
- . legitimate ones but contain misspellings or extra I P
5 suspicious links or attachments characters. Always double-check the URL before o H I s H I N G

entering any sensitive information .

3 Requests for personal information

B Phishing emails often use generic greetings like COMPANY TRAINING PREVENTION

6 SHEEs e "Dear Customer" instead of addressing you by

nnnnn PHISHING
TRAINING

TYPES OF PHISHING

Phishing attacks come in different forms

What is Phishing?
A cyberattack that uses Email (traditional phishing), Phone
(vishing), Text (SMS messaging) to coerce individuals into
providing personal or sensitive information to
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Implementation
1 0 1 What are the possible impacts on a businesses? .~ There are various attack vectors, the most | =
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Phishing attacks can be very detrimental because the niotableiare Emall TextMessagesiand @ ° @
: LT ) . , S VoiceCalls. ®

Think Before You Click! information requested can range from passwords, credit ®
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The phishing characteristics we covered in our training encompass urgent . . . | |
. . . . ! . card information, or social security numbers. Which could .
language, emails purportedly from the institution but with sender email provide attackers with necessary information, which is then TS S PHISHING SMISHING  SOCIAL MEDIA VISHING

. . . . . used to access accounts or systems. " defense is pivotal to prevent, detect, and . '
m|SmatCheS, |rreglJ|ar pu nCtuathn, absence Of a Slg nature or OfflClaI |OgO, & mitigate the risks associated with phishing Be suspicious of emails ~ Scammers send text ~ Scammers create fake ~ Scammers send text
s asking for passwords, messages with fake profiles or posts to messages with fake
I I Ta I account numbers, or links or requests for trick you into clicking links or requests for
and InCIUSIOn Of SUSPICIOUS IInkS' other confidential data.  personal information on links or sharing personal information

personal information
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Urgent Notice Regarding Your Project Performance
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Phishing stands out as a straightforward method for digital attackers to claim numerous Email Phishing
victims and potentially gain substantial rewards simultaneously. The surge in remote and
hybrid work arrangements has propelled phishing attacks to unprecedented levels, exploiting The most common form. A deceptive message designed
Performance Alert the extended screen time of employees and providing cybercriminals with ample to deceive recipients into disclosing confidential
e e [ e e e e (S opportunities to strike. When users invest time in understanding the motivations behind information such as passwords or credit card details.
Cp’fytrs&:":r?'”‘caf:‘L‘l.‘.t"g‘l‘iI‘;Ze:?"bew”d":“:s“zb?:hﬁ“:ﬁfz;'g:’iyywtpfmt 't phishing, the mechanics of phishing attacks, and the increasing prevalence of social These emails frequently mimic reputable entities such
ﬁgrg;d:::)%{glgsgct)tr\i‘s)ev:f:rr:i‘:gngzlg::sq)g/gzz‘é?r{es?c:.erreachingouttom' as soon as possible = englneerlng taCtICS, they empower themselves agaInSt dlgltal threatS They Can delve |nt0 aS banks Or We”_known WebS|teS tO enhance the|r
Best regards, . . . . s . . . . . . '
Professor Masoud Sacad various email-based phishing schemes, gaining insights into recognizing and reporting such credibility. Their objective is to exploit an individual's
trust in these organizations, convincing them to divulge
attacks. . . .
personal details, click on harmful links, or download
attachments that may contain malware.
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